IMamsTka 115 00y4awmuxcsi 00 UHPOPMALMOHHOMH 0€30MACHOCTH IeTei

HEJb3A

1. Bcem monpsim cooOmiaTh CBOIO YacTHYIO HWHGOpMANHiO (HACTOSIIUE UM,
dbammiuio, tenedoH, aapec, HOMEp IIKOJbI, a Takxke (ororpaduu CBOH, CBOECH
CEMbBHU U ApYy3ei);

2. OtkpbiBaTh BJIOXEHHbIE (Dalibl 3JIEKTPOHHOM TMOUTHI, KOIrJa HE 3Haellb
OTIPABUTEIIS;

3. I'pyoutb, mpuaupatrbcsi, OKa3bIBaTh JaBJICHHE - BECTH CeO0sl HEBEKIMBO U
arpecCUBHO;

4. He pacniopspkaiicst JeHbI'aMH TBOEM ceMbU 0€3 pa3pelieHus: CTapliux - BCeria
CIIpalliiBal POAUTEIIEH;

5. He Bcrpeuarics ¢ UHTEpHET-3HAKOMBIMU B PEAIBHOM KU3HU - TIOCOBETYUCSA CO
B3pOCJIBIM, KOTOPOMY JTOBEPSIEILIb.

OCTOPOXHO

1. He Bce numyt npasay. Yuraeus o cebe Henpapny B UHTepHere - cooluu 00
3TOM CBOUM POJHUTEISM WJIM ONEKYHAM;

2. TlpurnamaroT NEpeNnuchIBATbCS, UrpaTb, OOMEHUBATHCA - IMPOBEPb, HET JIU
NO/IBOXA;

3. HezakonHoe konupoBanue ¢aiioB B UHTEpHETE - BOPOBCTBO;

4. Bcerna paccka3sbiBail B3pOCibIM O ITPOOJIeMax B CETU - OHU BCETa MOMOTYT;

5. Ucnonb3yit HaCTpOWKHU 0€30M1aCHOCTU U MPUBATHOCTH, YTOOBI HE OTEPSITH CBOU
AKKayHTHI B COLICETAX U JPYIHX MOpTajax.

MOKHO

1. YBaxail Apyrux nojab30BaTeseil;

2. Ilomp3yembcss UHTEpHET-UCTOYHHUKOM - JI€JIall CCHUIKY HA HETO;

3. OTKpbIBall TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O6maThcs 3a MOMOIIBIO B3POCIBIM - POAMTENIN, OMEKYHbI U aJIMUHUCTpAIIUS
CalTOB BCEra IIOMOI'YT;

5. Ilpoiinu obyuenue Ha caiite "CeTeBUYOK" M TOMYyYM MACIOPT LHUPPOBOTO
rpaxjaaHuHa!

Nudopmarmonnas namsiTka Jj1s1 00y4yaromuxcs

C xaxapIM TOI0M MOJIOJIEKU B UHTEPHETE CTAHOBUTCS OOJIbIIIE, a IIKOJIBHUKH OJTHU
U3 CaMbIX AaKTUBHBIX MoOJb30Bareneil PyHera. Mexay TeM, TOMHUMO OTPOMHOIO
KOJIMYECTBA BO3MOXKHOCTEW, NHTEPHET HECET M MPOOJeMbl. DTa MaMsTKa JO0DKHA
MOMOYb TeOe 6€30MacHO HaXOAUTHCA B CETH.

KoMmnbroTepHblie BUPYCHI

KoMmnbroTepHblii  BUPYC - 3TO Pa3HOBUJHOCTb KOMIIBIOTEPHBIX IPOrpaMM,
OTJIMYUTENBHON OCOOCHHOCTBIO KOTOPOH SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosHeHne K 3TOMY, BUPYChl MOT'YT IOBPEAUTh WM MOJHOCTBE) YHHUUTOXXHTH
Bce (paiisibl M JaHHBIE, MOAKOHTPOJIbHBIE MMOJB30BATENI0, OT UMEHH KOTOPOro Obuia
3aIylieHa 3apakeHHas IporpaMma, a TaKKe IMOBPEAMTh WIA JaXEe YHUUYTOXKHUTH
OIEPALIMOHHYIO CUCTEMY CO BceMM (paiimamu B 1esioM. B OosbIIMHCTBE ciiyyaeB
pacipoCTPaHsIOTCA BUPYChI U€PE3 UHTEPHET.



MeToabl 3alIIUTHI OT BPEIOHOCHBIX MPOIrpaMMm:

1. HUcnonb3yid COBpEMEHHBIE ONEPAIIMOHHBIE CHUCTEMBI, MMEIOIINE CEPhE3HbBIN
YPOBEHbB 3aIlUTHI OT BPEJOHOCHBIX IIPOrpamMmM;

2. IlocrossHHO  ycTaHaBiuBail mayTd  (UM@POBBIE  3alJIaTKH, KOTOpbIE
aBTOMAaTHYECKH YCTAHABIMBAIOTCS C LEIbIO JOPAOOTKH MTPOrpaMMBbl) U Apyrue
OOHOBJICHMSI CBOEH oOlepanuoHHONW cucteMbl. CkauWBail UX TOJBKO C
opunmanbHoro caira paszpadorunka OC. Eciam cymectByer pexum
aBTOMAaTHYECKOT0 OOHOBJIEHUS], BKIIIOUH €T0;

3. PaGoraii Ha cBoeM KOMMbBIOTEpPE IO TMpaBaMH TMOJH30BATENs, a HE
aJIMUHUCTPATOpa. DTO HE MO3BOJUT OOJILIIMHCTBY BPEIOHOCHBIX MPOrpamMm
MHCTAJNIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMIIBIOTEPE;

4. Vcnonb3yil ~ aHTUBHUPYCHBIE  IPOrPaMMHBIE  NPOAYKTBl  HM3BECTHBIX

MPOU3BOJIUTENEH, C ABTOMAaTUYECKUM OOHOBJIEHHEM 0a3;

Orpanunub (pU3NUECKHI TOCTYN K KOMIIBIOTEPY JJIsl IOCTOPOHHUX JIUIL;
Hcnonp3yil BHEITHHE HOCUTENU MH(POPMAIINH, TaKue Kak (prermika, JUCK WU
(aiin U3 UHTEpHETA, TOJIBLKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkppiBaii KOMIbIOTEpHBIC (Daliibl, TOTYyYCHHBIE U3 HEHAAEKHBIX
UCTOYHUKOB. J[axke Te (hailnbl, KOTOpble MpHCIad TBOMW 3HAKOMBINA. Jlydie
YTOYHU y HETO, OTIIPABJISI JIU OH TeOE UX.

Cern WI-FI

Wi-Fi - 3T0 He Buj epenaun 1aHHbBIX, HE TEXHOJIOTHS, @ BCETO JIUIIL OpeH]T, MapKa.
Eme B 1991 rony nunepnanackas kommnanus 3apeructpupoBana opena "WECA",
yTo 0003Hauano cioBocodyeranue "Wireless Fidelity", koTopslii mepeBoguTcs Kak
"GecrpoBOAHAS TOYHOCTH .

Jlo Hamero BpeMeHM Joluia apyras abOpeBuarypa, KOTopas sBJISI€TCS TaKo xke
TexHoioruer. 1o adbopesuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM
Ha CTaHJapT BbICIICH 3ByKOBOM TexHUKHU Hi-Fi, uTo B mepeBoie 03Ha4yaeT "BbICOKas
TOYHOCTB .

Jla, OecruiaTHBIM HMHTEPHET-AOCTYN B Kade, OTENsIX M a’poroprax SBISIETCS
OTJIMYHON BO3MOKHOCTBIO BbIX0J1a B UHTEpHET. HO MHOIME 3KCIEPTHI CYUTAIOT, YTO
obmenoctymnabsie Wi-Fi cetu He sIBISIOTCS O€30MaCHBIMU.

CoseTbl 110 0€30M1aCHOCTH PA6OTHI B 00IIeTOCTYMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro JuuHyr0 HWH(MOpMaluioo depe3 obmiemocTymabie Wi-Fi
cetu. PaboTas B HUX, KeJaTelbHO HE BBOJUTH MapOJId JOCTYyMa, JOTUHBI U
KaKue-TO HOMEDPA;

2. Ucnonb3yit u OOHOBIANM aHTUBHPYCHBIE MporpamMmbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYKU BUpYCa Ha TBOE YCTPONCTBO;

3. Ilpu ucnonb3oBannu Wi-Fi otkimroun ¢pynkuuio "O6mumii 1octyn K daitiam u
npuntepam”. JlaHHas QyHKUHMS 3aKpbITa IO YMOJYAHUIO, OJTHAKO HEKOTOpHIE
NOJIb30BATENIM AKTUBUPYIOT €€ JJis yA0OCTBa HCIOJIB30BaHUS B paboTe WiIu
yueoe;

4. He ucnions3yit myonuunsii W I-FI 11 mepenaum TMYHBIX JaHHBIX, HAITPUMED,
JUTSl BBIXOJ1a B COLMAJIBHBIE CETU WM B 3JIEKTPOHHYIO TI0OUTY;

5. Hcnonb3yit Tonbko 3amuiieHHoe coeaunenue uepe3s HTTPS, a e HTTP, T.e.
npu Habope BeO-aapeca BBoau umeHHo "https://";

oo



6. B moOmnbHOM Tenedone otkmoun ¢yHkiuo "Tloakmodenne k  Wi-Fi
apToMatuyecku'. He monmyckail aBTOMaTH4Y€CKOro MOJKIIOUYEHUSI YCTPOMCTBA
k cetam Wi-Fi 6e3 TBoero cormiacusi.

CounanbHble CETH
ConunanbHbple CETH aKTUBHO BXOJAT B Hally JKW3Hb, MHOTHE JIIOJU pabOTaIOT H
KUBYT TaM TOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUILIHAp]] YEIOBEK,
YTO SIBIACTCS OJHOM CEIbMOI BCEX JKHUTEIEH MIaHeThl. MHOTHE MOJIH30BaTEIN HE
MOHUMAIOT, YTO MH(OpMaIUsl, pa3MEIlleHHas UMHU B COIIMAIbHBIX CETSIX, MOXKET
OBITh HAJICHa W WCIOJIb30BaHA KEM YrogHO, B TOM YHCJIE HE O00s3aTEIbHO C
0JIaruMU HaMEpPEHUSIMHU.
OcHOBHBIE COBETHI 110 O€30MACHOCTU B COLIMAJIBHBIX CETAX:
1. Orpanuub cnMcok Jpy3ed. ¥ 1e0s B ApYy3bsAX HE JOHKHO OBITh CIIydalHBIX U
HE3HAKOMBIX JIFOJIEH;
2. 3amumiail cBoro YacTHyIo xu3Hb. He ykaspiBaii maponu, TenedoHsl, aapeca, 1aTy
TBOETO POXKACHUS U JPYTyI0 JTUYHYIO HH(GOPMANHIO. 3JTOYMBIIIIECHHUKH MOTYT
UCIOJIb30BaTh Jake WH(OPMAIUIO O TOM, KaK Thl U TBOM POJUTENHU IUIAHUPYETE
MPOBECTU KAHUKYJIBI;
3. 3ammiiail CBOIO pernyTaluio - IEpKU €€ B UUCTOTE U 3aJ1aBail cede BOMPOC: XOTEN
OBl ThI, YTOOBI JIpyrHie MOJIb30BATENIM BUIEIU, YTO Thl 3arpyxkaemib? [logymaii,
MPEXKJIe YEM YTO-TO OMYOIMKOBATh, HAITMCATh U 3arPYy3UTh;
4. Eciv TBI TOBOPHUIIB C JIFOJIBMH, KOTOPBIX HE 3HACILb, HE UCIIOJIb3YH CBOE PEAJILHOE
UMS U JIPYTyI0 JIMYHYIO UHPOPMAIUU: UMS, MECTO KHUTEIbCTBA, MECTO Y4eObl U
npoyee;
5. W3beraii pasmemienust ¢dotorpaduit B MHTepHere, rme Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOYHO OIIPEIEIUTh TBOE MECTOIOJIOKEHHUE;
6. Ilpu peructpanuu B COUHUAIBHOM CETH HEOOXOIUMO HCIOJIb30BaTh CJIOKHbBIC
apoJiu, COCToAIIME U3 OYKB U LU(DP U ¢ KOJTUYECTBOM 3HAKOB HE MEHee §;
7. dns couMalibHOM CETH, MOYTHl U JAPYTUX CAUTOB HEOOXOAMMO HMCHOJIb30BAThH
pazHble napoiu. Toraa eciu Te0st B3IOMAIOT, TO 3JI0YMbBIIUIEHHUKY MOTyYaT JOCTYM
TOJIBKO K OZJHOMY MECTY, a HE BO BCE Cpasy.
DIIEKTPOHHBIE JEHBI U
DONEeKTPOHHbIE JIEHBI'W - 3TO OYEHb VYIOOHBIA CHOCOO TMIIATEXKeH, OJHAKO
CYILIECTBYIOT MOIIEHHUKHU, KOTOPbIE XOTST MOJTYYUTh 3TH JICHBIU.
DJIEKTPOHHBIE JIEHBI'M TOSBWINCh COBCEM HENABHO W MMEHHO H3-32 3TOrO BO
MHOTMX TOCYAapCTBax 0 CUX IOP HE IMPOMMUCAHO PO HUX B 3aKOHAX.
B Poccun xe oHM (QYHKIIMOHHUPYIOT U O HHUX YX€ IMPOIMUCAHO B 3aKOHE, I/Ie UX
pa3leN AT HA HECKOJBKO BUIOB - AHOHUMHBIE U HE aHOHUMHbIE. Pa3Huia B TOM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelaercs MpPOBOAMTH Onepanuu 0e3
UACHTU(UKAIIMY TT0JIb30BATENIS, a B HEAHOHUMHBIX WICHTU(UKAIIMS MOJIb30BaTENs
ABJISIETCS 00513aTEIbHOM.
Taxxe crnegyer pa3nuyarth  JJIEKTPOHHbIE  (UaTHble  JA€HBIM  (paBHBI
TOCY/IapCTBEHHBIM BAJIIOTaM) M DJIEKTPOHHBIE HedUaTHbIE JCHBIM (HE PpaBHBI
rOCYJapCTBEHHBIM BaJIIOTAM).



OcHOBHBIE COBETHI 10 O€30MaCHOM paboTe € ANEKTPOHHBIMU JIEHbIaMU:

1. IlpuBsxku K cueTy MOOWIbHBIA TeneoH. DTO caMblii yIOOHBIA M OBICTPBIN
croco0 BOCCTaHOBUTH JOCTYH K cueTy. llpuBsi3aHHbI TenedoH MOMOXKET, eciu
3a0y/ellb CBOM IJIATSXKHBIA Mapoib WU 3aiijielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnionb3yit ogHOpa3oBklie napoiu. [locne nepexona Ha yCUITEHHYIO aBTOPU3AIUIO
Tebe yxe He OyAeT YrpoxaThb OMAcCHOCTh KpakH WJIM IepexBara IUIaTekHOTO
apoJIs;

3. BeiOepu croxkHbIil naposns. [IpecTynuukam OyaeT He IPOCTO yraJlaTh CIOXKHBIN
napois. HajexxHple mapoiy - 370 napoiu, KOTOPbIE COAEPKAT HE MEHee § 3HAKOB U
BKJIFOYAIOT B C€OsI CTPOYHBIE M TTPOMUCHBIE OYKBBI, ITU(PBHI U HECKOJIBKO CUMBOJIOB,
TaKMe Kak 3HaK jojuiapa, ¢yHTa, BOCKIWIATENbHBIM 3HAaK W T.M. Hampuwmep,
$tRONg!;

4. He BBOZIM CBOM JIMYHBIEC TAHHBIE HA CailiTaX, KOTOPHIM HE JOBEPSECUIb.
DJIEKTpOHHAs MOYTa

DJIEKTPOHHAsI TOYTa - 3TO TEXHOJOTUS W NPENOCTABISIEMBIE €0 YCIYTH 10
MEPEChUIKE U MOJIYYCHUIO JEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIIPEIEISIIOTCS B
KOMITbIOTEpHON ceTH. OOBIYHO JJICKTPOHHBIA TOYTOBBIA SIIUK BBITJISIUAT
CIEYIOIIMM 00pa3oM: UMsI_TMOJb30BaTEIsI(@uUMs_1oMeHa. Takxke KpoMe nepeaadu
MIPOCTOr0 TEKCTA, UMEETCSI BOBMOKHOCTh MEPEaBaTh (Pailiibl.

OcCHOBHBIE COBETHI 10 OE30MACHOM padOTe ¢ IIEKTPOHHON MOUTOM:

1. Hamo BBIOpaTh MpaBUJIbHBIN MOYTOBBIN CepBUC. B MHTEpHETE €CTh OrpOMHBIN
BbIOOp O€CIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO Jy4lle HOBEPATh TEM, KOTO
3Haellb, U KTO MEPBBIM B PEUTHUHTE;

2. He yka3piBaii B JMYHOM TmouTe JUYHYIO uHPopMmanuioo. Hampumep, myurie
BbIOpaTh "My3bIKabHbIN (haHaTt@" wim "pok2013" Bmecto "Temal3";

3. Wcnonb3yil ABYX3TamHYK aBTOPU3ALMIO. JTO KOrJa MOMHUMO NapoJisi HYKHO
BBOJIUTH KOJI, MPUCHUIAEMBbIN 110 SMS;

4. BoiOepu cloXXHBIN TIapoJib. JJIs KaXK10ro MOoYTOBOTO SIIIUKA JOJIKEH OBITh CBOM
HAJIe)KHBIM, YCTOWYMBBINA K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOXXHOCTbh HAIMCATh CAMOMY CBOW JIMYHBIN BONIPOC, UCTIOJIb3YH ATY
BO3MOYKHOCTb;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX AIIMKOB. [IepBblil 11 4aCTHOW MEPENUCKU C
azgpecaraMy, KOTOPbIM Tbl JOBEpSCIIb. JTO JJIEKTPOHHBIA aJpec HE HaIo
MCIIONIb30BaTh MPU PETUCTPAIlMU Ha popyMax U cailTax;

7. He oTkphbiBaii (haitsibl 1 qpyrue BIOKCHUS B MUChMaX, JaKe €CII OHH MPHUIIUIA OT
TBOMX Jipy3eil. JIydiie yTouHu y HUX, OTIPABIISUIN JIM OHU Te€OE 3TH (hailibl;

8. Ilocne okoHuYaHus pabOTHI Ha TOUYTOBOM CEPBHCE IMEpE] 3aKPBITUEM BKIIAJIKHU C
caiitoM He 3a0yab HaXkaTh Ha "BeiidT".

KubepOysumiHr nin BUPTyaibHOE U3/1€BATEIbCTBO

KubepOymmuHr - mpecienoBaHue COOOIICHUSIMH, COACpPKAIIUMH OCKOPOJICHHUS,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COIMAIbHOE OOMKOTHUPOBAHHUE C TTIOMOIIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.



OcHoBHBIE COBETHI 10 OOpbOE ¢ KUOEPOYILTUHTOM

1. He 6pocaiicst B 60#. Jlyumuii crioco0: MOCOBETOBATHCS KaK ce0s BECTU U, €CIIU
HET TOro, K KOMY MOXKHO 00OpaTUThCS, TO BHaYaJle yCIIOKOUThC. Eciu Thl HauHelb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOpOJIEHUS, TO TOJIBKO €llle Ooibllie Pa3oxiKellb
KOH(ITUKT;

2. Yupagisii cBoei Kubeppenyraimei;

3. AHOHUMHOCTH B ceTH MHHMMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32
QHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJIHTaHCKUI 00pa3 BUPTYanbHOM ku3HU. HTEepHET PuKkcupyer
BCE TBOU JICUCTBUS U COXPAHSIET UX. Y JAIUTh UX OyAeT KpaliHe 3aTPyIHUTEIBHO;
5. Cobiroail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii enuHn4HBIA HeratuB. OMHOPA30BbIE OCKOPOUTENIBHBIC COOOIIECHUS
Jy4iie urHopupoBaTh. OOBIYHO arpeccusi MPEeKPaIAETCsl HA HaYalbHOU CTauu;

7. ban arpeccopa. B mporpammax oOMeHa MTIHOBEHHBIMHU COOOIICHHUSIMHU, B
COLMAIBHBIX CETAX €CTh BO3MOXKHOCTh OJIOKHPOBKH OTIIPaBKHU COOOIICHHUN C
OMPEIETICHHBIX a/IPECOB;

8. Ecmu Thl cBuaerens kubepOymnuHra. TBou JeHCTBHS: BBICTYNHUTH IPOTUB
IpecienoBarens, NoKa3aTb €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
NOJIJIEPKaTh KEPTBY, KOTOPOM HYXHA TIICHXOJIOTMYECKas IMOMOIlb, COOOIIUTH
B3POCJIBIM O (PaKTE arpecCUBHOIO MOBEICHUS B CETH.

MoobuibHbIN Tenedon

CoBpemeHHbIe cMapThOHBI W ITUIAHIIETHI COAEpPKAT B ceOE BIOJHE B3POCIBIN
GyHKIIMOHAJI, W TeNepb OHM MOTYT KOHKYPUPOBaTh CO CTallMOHAPHBIMU
KoMmIibroTepamMu. OHAKO, CPEICTB 3ALUTHI JJIs MOAOOHBIX YCTPOMCTB MOKA OYEHb
Maso. TecTupoBaHHE U MTOUCK YSI3BUMOCTEN B HUX MPOUCXOJIUT HE TAK UHTEHCUBHO,
kak ju1st [1K, To ke camoe KacaeTcsi U MOOUJIbHBIX MPUIIOKEHUH.

CoBpemMeHHBIE MOOWJIBbHBIE Opay3epbl YK€ MPaKTHYECKH JOTHAIA HACTOJHHBIC
aHaJoOrd, OJIHAKO pacliupeHue (yHKIHOHANA BJEYET 3a CO000W OOJBIIYIO
CJIOKHOCTbh ¥ MEHBIIYIO 3AIIHUIIEHHOCTD.

Jlaneko He Bce TPOM3BOAUTENM BBITYCKAIOT OOHOBIECHHS, 3aKpPbIBAIOLINE
KPUTHYECKHUE YSI3BUMOCTH JIJIs1 CBOMX YCTPOWCTB.

OcHOBHBIE COBETHI JIJ1s1 6€30MaCHOCTH MOOMIBHOTO TeedoHa:

Huuero He siBnsercsa mo-HacrosmeMy OecruiaTHeIM. Byab octoposkeH, Beb Korna
TeOe MpeasaraloT OECIUIaTHBIM KOHTEHT, B HEM MOT'YT OBbITh CKPBITHI KaKHE-TO
IJIATHBIE YCITYTH;

Hymaii, npexxae ueM otnpaButb SMS, ¢hoto unu Bujeo. Tol TOUHO 3HACIID, TJI€ OHU
OynyT B KOHEUHOM UTOTE?

Heo0xonuMo 0OHOBIISATE ONEPALIMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonb3yii aHTUBUPYCHBIE POTPAMMBI J1JI1 MOOMJIBHBIX TelIe(hOHOB;

He 3arpyxail npunoxeHuss OT HEU3BECTHOIO HWCTOYHUKA, BEIb OHU MOTYT
COJIEP’KaTh BPEIOHOCHOE TPOrPAMMHOE 00ECTICUEHHUE;

[Tocne Toro Kak ThI BBIAJIEIIH C CaiiTa, TJIe BBOJAWI JUYHYIO HH(GOPMAIIUIO, 33l B
HACTpoIku Opay3epa u ynanu cookies;

[lepuoanyecku mnpoBepsid, Kakue IJIATHBIE YCIYTd AaKTUBUPOBAHBI Ha TBOEM
HOMEDPE;



JlaBaii cBoii HOMEp MOOMJILHOTO Tene(OHA TOJBKO JIIOASM, KOTOPBIX Thl 3HACUIb U
KOMY JIOBEpsIEIlb;

Bluetooth nomkeH ObITH BBIKIIIOUEH, KOT/Ia Thl UM HE Mojb3yelibcs. He 3a0biBaii
MHOT A IPOBEPSATH 3TO.

Online urpst

CoBpeMEHHBIE OHJIAWH-UTPBI - 3TO KpPacOYHbIC, 3aXBaThIBAIOLIUE pa3BICUYECHUS,
00BEANHSIONINE COTHU THICSY YEJIOBEK M0 BceMy MUPY. UTpoKH UCCIIeyIOT JaHHBIH
UM MU, OOLIAIOTCS APYT C APYTOM, BBITIOJIHSIOT 33/IaHUs, CPAKAIOTCS C MOHCTPAMHU
U TOJYYaroT ONBIT. 32 YAOBOJIbCTBHE OHH IUIATAT: NOKYMAKOT JHUCK, OMIAYUBAIOT
a0OHEMEHT WJIU TPUOOPETAIOT KAKUE-TO OIILIMH.

Bce aTu cpenctBa uayT Ha MOAAEpXKAHUE W PA3BUTHE UIPHI, a TAKKE Ha camy
0€30IacCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBITYCKAIOTCS HOBBIE
naT4u (LUQPPOBbIE 3aIUIATKH AJIsl TPOrpaMM ), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B mogoOHBIX Urpax CTOUT omacatbcs HE CTOJIBKO CBOMX COMNEPHUKOB, CKOJBKO
Kpa)ki TBOETO MapoJis, Ha KOTOPOM OCHOBaHAa CHCTEMa aBTOPU3alMK OOJBIIMHCTBA
Urp.

OcCHOBHBIE COBETHI 10 OE€30IIACHOCTH TBOET'O UTPOBOT0 AKKAYHTA!

1. Ecm gpyroit wrpok Bemer ceOs TUIOXO WM CO3AAaeT TeOe HEMPUATHOCTH,
3a0JIOKMPYH €ro B CIIUCKE UTPOKOB,;

2. Tloxanylicss agMHHUCTPATOpaM WIPbl HAa IUIOXO€ NOBEAEHHE ATOTO HWIPOKa,
JKEJATEIbHO MPUJIIOKUTH KAaKHE-TO J10KA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3zbiBaii muunyto nuHGopMaluio B npodaiie urpsi;

4. YBaxail Ipyrux y4acCTHUKOB I10 UTPE;

5. He ycranaBnuBail HeouaabHbIe TATYU U MOJIBI,

6. Mcnonb3yii CII0KHBIE U pa3HbIE APOJIH;

7. 1axxe BO BpeMs UIPbl HE CTOUT OTKJIFOYATh aHTUBUpPYC. [1oKka ThI Urpaemp, TBOM
KOMITBIOTEP MOT'YT 3apa3HTh.

OUIIMHT WK KpaXka JTMYHBIX JaHHBIX

OOBIYHOI Kpaxxel JeHer U JOKYMEHTOB CErOJIHS YK€ HUKOTO HE YAMBHIIb, HO C
pa3BUTHEM MHTEPHET-TEXHOJIOTHI 3JI0YMBIIIECHHUKN MEPEMECTUIINCh B NHTEPHET,
U TIPOJIOJDKAIOT 3aHUMAThCS "TI0OUMBIM" J1eTIOM.

Tak mosiBUJIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILIMHT, TIaBHAs
1[eJIb KOTOPOT'O COCTOUT B MOJTYYEHUH KOH(UICHIIMATBHBIX TAHHBIX MTOJIb30BaTENCH
- JJOTUHOB U TapoJieii. Ha anrimiickoM si3bike phishing unraercs kak GUIIUHT (OT
fishing - pe1oHast moris, password - mapoin).

OcHOBHBIE COBETHI 10 00pbOE C PUITUHTOM:

1. Cnenu 3a cBouM akkayHToM. Eciin Thl mojo3peBaeliib, YTO TBOS aHKeTa ObLIia
B3JIOMaHa, TO HEOOXOIMMO 3a0JIOKUPOBATh €€ U COOOIIUTH AJIMHHHUCTPAaTOpam
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Hcnonb3yil Oe3zomacHble BeO-CaliThl, B TOM 4YHCIIC, UHTEPHET-MAarasuHoOB U
MOMCKOBBIX CUCTEM;

3. Wcnonb3yit crnokHbIE U pa3Hbie Mapoian. TakuMm o0pa3om, eciau Te0s B3JIOMAIOT,
TO 3JI0YMBIIIJIEHHUKH MOJIy4aT JOCTYH TOJBKO K OAHOMY TBOEMY MPOQUIIIO B CETH,
a HE KO BCEM;



4. Ecnu Tebst B3OMalid, TO HEOOXOAUMO NPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBbIE 100aBJIeHbI Y T€0S B IPY3bsIX, O TOM, YTO T€Os B3JIOMaJIHM U, BO3MOXHO, OT
TBOETO UMEHU OY/IET pacchlIaThCs CllaM U CCbUIKM HA (DUITMHTOBBIE CAlThI;

5. YcranoBu HaaexHbid napoib (PIN) Ha MoOuIbHBINM TenedoH;

6. OTKITII0OUM COXpaHEHHE Napodisi B Opaysepe;

7. He oTkpbIBaii (paitsibl u qpyrue BIOKEHHUS B MUCbMaX, JaKe €CJIM OHU MPHUIILIA OT
TBOMX Jpy3eil. Jlydle yTouHu y HUX, OTIPABIISUIA JIM OHU Te€0€ 3T (pailiibl.
[Hudposas penyramus

[udpoBas penyrainus - 3T0 HEraTUBHAs WM MO3UTUBHAS MH(OpMaLUs B CETH O
tebe. Kommpomerupyromas uHpopMalus, pa3MelleHHas B HHTEPHETE, MOXKET
Cepbe3HBIM 00pa30oM OTpa3UThCs HAa TBOEW peanbHOWM ku3HU. "Ludposas
penyranus" - ’TO TBOM UMUK, KOTOPBINA (hopMupyeTcss u3 nHPOpMaluu o Tede B
UHTEPHETE.

TBoe MecTo KUTEIhCTBA, yueObl, TBOE€ (DMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTU
XapakTepa U paccKasbl 0 OJM3KHUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue moApOCTKH JIETKOMBICIEHHO OTHOCATCA K IyOJUKALUKU JIMYHOU
uHpopMmaruu B MHTepHeTe, He MOHMMAas BO3MOXKHBIX TMocheacTBuil. Thl gaxke He
CMOJXEIITb JTOTaaThCsa O TOM, 4TO ¢oTtorpadus, pasMemeHHas 5 JeT Ha3al, cTajia
NPUYMHON OTKa3a IPUHATH TeOsI Ha padoTy.

KommenTapuu, pasmelnieHue TBouX (ororpaduii u apyrue AEMCTBUS MOTYT He
UCYE3HYTh JAKE NOCJIE TOr0, KaK Thl UX yIaJIUlIb. ThI HE 3HACIIb, KTO COXPAHUII ATY
uH(OpMAIMIO, MONaJla JIM OHA B MOMCKOBBIE CUCTEMBI M COXPAHWJIACh JIM OHA, a
[JIaBHOE: YTO MOJYMAIOT O T€OE OKPYXKAOIIHE JIFOJIU, KOTOPbIE HAAYT U YBUIAT
sT0. Haiitu mHbOpManuio MHOTO JIET CIYCTS CMOXET JI000W - KaK U3 JOOpPbIX
NoOYXACHUI, TaK U C HAMEPEHUEM IPUYUHUTH BPE. DTO MOXKET ObITh KTO YTOJHO.
OcHOBHBIE COBETHI 110 3aIUTE HU(PPOBOM penyTaruu:

1. [loxymaii, mpexae ueM 4To-To MyOJMKOBATh U MepeaBath y ceOs B 010re WM B
COIIMAJILHOM CETH;

2. B HacTpolikax mpo¢uiisi yCTaHOBU OTPAaHUYEHMS Ha TPOCMOTP TBOETO NpOodus U
€ro COJEP>KUMOro, clIeiail ero ToJabKO "Mt apy3en”;

3. He pa3memail m He yka3piBail MHQpOpMAaLMIO, KOTOpas MOXET KOro-iaudo
OCKOPOJIATh UM OOMKATh.

ABTOpCKOE MPaBo

CoBpeMeHHbIE IIKOJIbHUKU - aKTUBHBIE I0JIb30BATENN HU(PPOBOrO MPOCTPAHCTBA.
OnHako Aajieko HE BCE 3HAKOT, YTO IOJIb30BAHUE MHOTMMH BO3MOXHOCTSIMH
nuppoBoro mMupa TpedyeT COOMIOJACHHS TMpaB HAa HHTEIUICKTYalbHYIO
COOCTBEHHOCTb.

TepMuH "uHTEIEKTyadbHasi COOCTBEHHOCTh'" OTHOCUTCS K Pa3JIMUHBIM TBOPEHUAM
YeJIOBEUYECKOr0 yMa, HauMHAasg C HOBBIX M300pETEHUN M 3HAKOB, 0003HAUYAOLIUX
COOCTBEHHOCTh Ha IPOAYKTHI M yCIyTH, U 3aKaHYUBasi KHUramu, ¢ororpapusmu,
KMHO(DUIbMAMH U MY3bIKaJIbHBIMU MTPOU3BEACHUSIMU.

ABTOpCKHME TMpaBa - 3TO IMpaBa Ha HMHTEIUIEKTYaJlbHYH0O COOCTBEHHOCTh Ha
IIPOU3BENECHUS HAYKH, JINTEPATyphl U UCKycCTBA. ABTOPCKHE MPaBa BBICTYHAIOT B
KayecTBE TapaHTUU TOr0, YTO WHTEJUIEKTYaJIbHBIA/TBOPUECKUN TpyJ aBTOpa HE
OyneT HampacHbIM, JacT €My CIIpaBeIJIMBbIE BO3MOXKHOCTH 3apadoTaTh Ha



pe3ysbTaTax CBOETO Tpyna, MOJYYUTh W3BECTHOCTh W Tpu3HaHue. Hukrto 6e3
paspelieHs aBTopa HE  MOXET  BOCIPOM3BOJAUTH €ro  MPOU3BEACHUE,
pacipocTpaHsaTh, MyOJUYHO JIEMOHCTPUPOBATh, NpPOJaBaTh, HUMIIOPTHUPOBATH,
mycKaTh B MPOKAT, MyOJUYHO HMCHIOJHSTH, MOKAa3bIBATH/UCIONHATh B ddupe uiu
pasmemars B MIHTEpHETE.

Hcnonb3oBanue "muparckoro" mporpaMMHOTO OOECTIEYEHHS MOXKET MPUBECTH K
MHOTHM pUCKaM: OT MOTEPU JaHHBIX K TBOMM aKKayHTaMm A0 OJOKHPOBKH TBOETO
YCTPOICTBA, TJI€ yCTAaHOBJIEHA HelerajabHas mporpaMmMa. He crouT Takxke 3a0bIBaTh,
YTO CYIIECTBYIOT JIETaIbHBIC M OECIUIATHBIE TIPOTPAMMBI, KOTOPHIE MOXHO HANTH B
CeTH.

O noprane

CereBruok.pd - TBOM TJIaBHBIM COBETYHMK B CETH. 3/1€Ch Thl MOXKEIIb y3HATh O
0€30MacHOCTH B CETU MOHSATHBIM U JOCTYIHBIM $I3bIKOM, a MPU BO3HUKHOBEHHHU
KPUTHYECKON CUTyallud OOpaTUTHCS 3a COBETOM. A TaKKe€ NPUHATH y4acThe B
KOHKYpCaX U CTaTh CaMbIM ITU()POBBIM TPAKIAHUHOM !
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